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Introduction 
This document covers basic driver setup and data call bring up, mainly for both Raspberry Pi and Ubuntu for PC. 
Linux is a “free” software, and according to https://www.gnu.org/philosophy/free-sw.en.html, the definition is: 
 
“Free software” means software that respects users' freedom and community. Roughly, it means that the users have the freedom to 
run, copy, distribute, study, change and improve the software. Thus, “free software” is a matter of liberty, not price. To understand 
the concept, you should think of “free” as in “free speech,” not as in “free beer.” We sometimes call it “libre software,” borrowing 
the French or Spanish word for “free” as in freedom, to show we do not mean the software is gratis. 

But the side effect of such freedom is that everybody is making variations to the software. Unfortunately, there is no hard standard 
in Linux. Every version is different. Please take this document as a general guide. 

If you have any questions, please get in touch with me by email: kasper.cheng@quectel.com 

Prerequisites 
I am using this Raspberry OS image as an example. And we are trying to build the drivers on the target board itself. 

2020-02-13-raspbian-buster.img 

After the system is up and running, we can install some software. 

sudo apt install build-essential resolvconf minicom net-tools nano 

For Raspberry Pi, you can install kernel headers with this command. 

sudo apt install raspberrypi-kernel-headers 

For Ubuntu, use this command 

sudo apt install linux-headers-$(uname -r) 

32bit and 64bit OS 
As of May 2023, Raspberry Pi is moving to 64bit kernel even if the OS image is 32bit. i.e., a mixed environment with 64bit kernel + 
32bit user space. Kernel driver building is an on-going issue (https://github.com/raspberrypi/linux/issues/5408) 

Please consider moving to 64bit OS, or stay with 32bit kernel by adding arm_64bit=0 to /boot/config.txt 

sudo nano /boot/config.txt 
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Checking system information 
we can use the uname -r command to check the kernel version,  

and use the cat /etc/os-release to check detailed OS version. 

 

 

Device enumeration(detection) 
The system should see (enumerate) the device even if no driver software is installed. 

lsusb can be used to list all USB devices detected by the OS. There may not be a name, but 2c7c:0306 is the USB Vendor ID and 
Product ID. Most of our USB devices are using the VID 2c7c. 

 

A usb device may provide multiple “interfaces”. In Quectel module’s case, we provide multiple serial ports (usually Debug port, GNSS 
port, AT command port, and modem port.), and a USB network interface for high-speed modules. lsusb -t gives more information 
about USB devices, but vendor ID and product ID are not listed here. Note that some embedded systems do not support the -t 
parameter. 
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You also use this command to list detected USB devices in more details if sysfs is enabled in kernel. 

sudo cat /sys/kernel/debug/usb/devices 

 

Similarly, we can list the detected PCIE devices by this command. The highlighted line is the RM502Q-AE module. 

lspci 

 

 

To read more details, add the -v parameter. The driver has been loaded in this case, i.e. pcie_mhi 

lspci -v 
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Download links 
The Quectel drivers and tools for Linux mentioned in this document can be found in this link. 
https://cnquectel-my.sharepoint.com/:f:/g/personal/america-
fae_quectel_com/Eojcy41tWUFOnUwLTDRIREgB_sxQXcjY6CJIjJ9mTrZ35g?e=y89kBf 
 
Serial interface driver for USB modules 
Quectel_Linux_USB_Serial_Option_Driver_20XXXXXX.tgz 
 
QMI/RMNET network adapter driver for USB modules 
Quectel_Linux_Android_QMI_WWAN_Driver_VX.X.X.zip 
 
GobiNet network adapter driver for USB modules, depreciated, replaced by QMI_WWAN and QMI_WWAN_Q 
Quectel_Linux_Android_GobiNet_Driver_VX.X.X.zip 
 
Data call manager for both PCIE and USB modules. Supports both QMI and MBIM modes 
Quectel_QConnectManager_Linux_VX.X.X.X.zip 
 
Driver for PCIE modules 
Quectel_Linux_PCIE_MHI_Driver_VX.X.X.zip 
 
Module debug log collection tool 
QLog_Linux_Android_VX.X.XX.zip 
 
Module firmware update tool 
QFirehose_Linux_Android_VX.X.XX.zip 
 
example PPP call script 
linux-ppp-scripts_V.X.zip 

  



Page 7 Last updated May 13, 2024 
 

Example commands lines to decompress the files. 
 

unzip Quectel_Linux_Android_QMI_WWAN_Driver_V1.2.1.zip 
 
tar -xvf Quectel_Linux_USB_Serial_Option_Driver_20211204.tgz 
 
note that quectel-CM zip package has no top-level folder, let’s make a folder for it before decompressing 
mkdir quectel-CM-1.6.1 
cd quectel-CM-1.6.1 
unzip ../Quectel_QConnectManager_Linux_V1.6.1_20210720.zip 

 
Please make sure there are no special characters like & in the path or in the file name. Or 
else the Linux build command will be confused and give you funny errors.  
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About Linux kernel and modules 
Linux Kernel can be considered as a single, big program. It is usually compressed on disk, and a few different compression methods 
are supported. We will not discuss initial board bring up or kernel build here. Please consult the board manufacturer for initial setup. 

 

 

Kernel modules are part of the kernel that provide certain functionality (e.g. IP stack) or they can be drivers. 

They can be built into the kernel as a single big file, or they can be built as a separated, loadable file. They are stored in the 
/lib/modules/<kernel version>/ folder. And they are further sorted into different subfolders. 

 

About compressed kernel modules 
Traditionally, Linux drivers are .ko (kernel object) files. 

ls /lib/modules/$(uname -r)/kernel/drivers/usb/serial 

 

 

But for some newer systems, the driver could be compressed to save disk space. 

ls /lib/modules/$(uname -r)/kernel/drivers/usb/serial 

 

 

Our driver’s install script does not take this compression into account. In this case the system loads the original old 
compressed .ko.xz drivers instead of our new .ko drivers. 
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To remove the old drivers to avoid duplication 

cd /lib/modules/$(uname -r)/kernel/drivers/usb/serial 
sudo rm option.ko.xz 
sudo rm qcserial.ko.xz 
sudo rm usb_mon.ko.xz 
 
and optionally compress our new version 
sudo xz option.ko 
sudo xz qcserial.ko 
sudo xz usb_mon.ko 
 

For qmi_wwan_q and pcie_mhi, they are additionally added to the system instead of replacing the old files, so there is no conflict 
and seems the system is loading .ko files fine. 
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USB serial interfaces driver, option.ko 
The kernel bundled option.ko may work for our modules, but our pre-patched driver offers better compatibility and it is 
recommended to use our pre-patched driver. After unzipping the driver archive, look for a version that is closest to the running 
kernel.  

In this case I am picking v5.3.1 and execute the make command 

If kernel header is not installed in the system, you may see an error like this. 

 

If it is not previously installed, please install it, and try again. 

 

We can retry make after making sure kernel headers are installed. 

 

The .ko files are drivers in kernel module format. 

 

Our install script doesn’t keep the original files, you may want to back up the original files, but typically it is not needed. 
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And we can install the driver with this command. 

sudo make install 
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General driver loading commands 
When we want to install our own version of the drivers (kernel modules), It is possible that the drivers from the original kernel are 
already running. We can find out the list of modules in memory by this command. 

lsmod 

And in this example, I am listing out entries with the text string “option” in it. We can see that the kernel module “option” is loaded 
but it is not in use by another module (number 0) 

usb_wwan is required by usb_wwan, and usbserial is required by both usb_wwan and option. 

lsusb |grep option 

 

 

In this example, I started a software talking to my cellular module via the option driver. We can see the number of dependencies has 
become 1. 

 

 

We can remove the driver from memory by the “modprobe -r” command and load the new driver from disk again with the 
“modprobe” command. Or you can just reboot the system so that everything is flash. 

pi@raspberrypi:~/quectel/20200202/v5.3.1 $ sudo modprobe -r option 

pi@raspberrypi:~/quectel/20200202/v5.3.1 $ sudo modprobe option 

With the dmesg command we can see that the new driver is detecting 4 serial ports. I am using EG25-G as an example. 

The taints kernel warning means that Linux is not able to verify open-source status as our driver is not built altogether with the 
kernel. It is not harmful. 

In this example, ttyUSB0 to ttyUSB3 are detected by the system. If you have another USB serial device in the system, they may share 
the same ttyUSB name so that numbers may change. 

Quectel cellular modules usually provide these USB serial ports in this order. But there are exceptions. 

ttyUSB0: Module debug port, aka DM port. Provide access to module debug information. 
ttyUSB1: NMEA port. Provide access to GNSS/GPS NMEA messages. 
ttyUSB2: AT/Modem port. Provide access to AT command, and optionally PPP data call. 
ttyUSB3: AT/Modem port. Provide access to AT command, and optionally PPP data call. 
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Modem Manager 
Many modern Linux distributions come with a software called modem manager. It provides both graphical and command line-based 
control over cellular modules, but it is not too mature in my point of view, the information from GUI and command line can go out of 
sync. Also, it has a long list of software dependency, and is quite big in terms of disk size.  

 

For embedded system use it is not ideal. Plus, it keeps on talking to the module and will affect our test. We recommend customers 
to use our quectel-CM data call manager instead. 

To check the status of modem manager, use this command. 
sudo systemctl status ModemManager  

 

 

To stop modem manager, 
sudo systemctl stop ModemManager  
 

To start modem manager, 
sudo systemctl start ModemManager  
 

To stop modem manager from auto startup during system boot, 
sudo systemctl disable ModemManager  
 

To restore automatic startup of modem manager,  
sudo systemctl enable ModemManager  
 

To uninstall modem manager altogether with its settings, 
sudo apt-get purge modemmanager 
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Serial terminals 
To access AT command interactively with a USB module, we can use the minicom command. 

sudo minicom -w -D /dev/ttyUSB2 

Just type the command and press ENTER to execute. To exit minicom, press CTRL+A first, and press X to exit. 

The -w parameter tells minicom to wrap the text into new line if it is too long, and -D specify the device node of the AT command 
prompt. The device name could change for some modules with different design, or if there are some other USB to serial devices in 
the system. 

For PCI Express modules, the device node for AT command access is /dev/mhi_DUN 

In this example, I am using the command AT+QGMR to read the module’s detailed firmware information, and AT+QCFG="usbnet" to 
check the module’s current "usbnet" mode, which is 0 in this case. Generally, we use mode 0(QMI) and 2(MBIM) 

 

microcom is a smaller application like minicom. CTRL+X to exit. 
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Types of AT commands 
https://en.wikipedia.org/wiki/Hayes_command_set 

AT command was introduced been since 1981 and has been extended again and again as network technology evolves. It is not 
surprising that the design is not very unified. There are a few different forms. 

Execution type, a simple command with no parameters, e.g. 
ATI 
 

 

Execution type, but the parameter is directly added to as suffix, e.g.  
ATE1  
 
Help/Query type, a command ending with =?. The first one is a network scan which may take some time to complete, and the 
second one provides help information only. 

at+cops=? and at+qurccfg=? 

 

Query type, a command with a question mark 

at+cops? 

 

Value writing type, a command with a value assignment. e.g. 
AT+CFUN=1 
 
Commands with a string as verb 
AT+QENG="SERVINGCELL" 
 
Commands with a string as verb, plus parameters 
at+qcfg="dbgctl",0 
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URCs 
URC stands for unsolicited result code; they are string prompts coming to the port to indicate events. The most common URCs are 
+CPIN that indicates SIM PIN lock status, and +CEREG that indicates network registration events. 
Note that URCs could be configured to go to specific AT port only, if the module has multiple AT/Modem ports. The command to 
configure URC is AT+QURCCFG. Sometimes it could be easier to handle AT commands and URC programmatically if URC goes to 
another port. 
 
To read current value 
AT+QURCCFG="urcport" 
 
To check for valid values 
AT+QURCCFG=? 
 

To modify the setting 
AT+QURCCFG="urcport","usbat" 
 
In this example I have turned on GPIO based SIM hot-plug and inserted a SIM. 
+CPIN indicates the status of the PIN status. It changes from NOT READY to READY. 
+QIND: SMS DONE tells you that SMS initialization has completed. 
+CEREG tells you that the module has register to a cell, radio technology is 7 (LTE) 
+QIND: PB DONE tells you that the phone book initialization has completed. 
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Frequently used AT commands 
Carrier name and connected cell technology check. The result code 7 means LTE. 
at+cops? 

 

APN check 
at+cgdcont? 

 

APN setup 
Setting up APN #1, type IPV4V6, with the name isp.telus.com 
at+cgdcont=1,"IPV4V6","isp.telus.com" 

 

Deleting an APN (#4) 

AT+CGDCONT=4 

 
Check IP address assigned to PDP. 
at+cgcontrdp 

 
Network attach failure reason, supported by newer modules only. 
AT+QCFG="emmcause" 

 
Read module IMEI number. 
AT+CGSN 

 
Read SIM IMSI number, also useful to confirm if SIM is detected. 
AT+CIMI 

 
Read carrier profile list. 
AT+QMBNCFG="list" 
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Get information of the currently connected cell 
at+qeng="servingcell" 

 

 
Checking signal level  
AT+QCSQ 

 

Network carrier scan, it will take some time to finish. And the module will be disconnected from the network during the scan 
AT+COPS=? 
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Command mode and data mode 
Both the AT command and the Modem port operate in two different modes. 

Typically, the ports operate AT command modes. This is the standard mode we tested with different AT commands in the previous 
chapter. 

When there is a need, the port can turn into DATA mode. It is indicated by a “CONNECT” URC and the DCD signal of the port will be 
turned on. 

 

In this mode instead of AT commands, we can send data to the data session. 

e.g., opening TCP connection with a transparent access mode using the AT+QIOPEN command 

Quoting from the Quectel_BG96_TCP(IP)_AT_Commands_Manual_V1.1.pdf 

 

 

 

 

While the port is in DATA mode, we cannot send AT commands with the same port. We can switch back to AT command mode by 
using the +++ escape sequence. 

 Stop sending data for 1 second. 
 Send +++ (3 plus sign) quickly. 
 Stop sending data for 1 second again. 
 The module will prompt OK to indicate it is back to command mode. 
 Some data connection can be held for some time, as specified by the command that triggered data mode. The conditions 

for holding the data session in the background are different for different commands. Check the document for the command 
for details. 

 Use the ATO command to go back to the data session which is on hold. 

The other use of the data mode is the PPP data call. More about it in the following chapter. 
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USB network adapter modes 
Our high-speed modules support different usb network adapter(usbnet) modes. Slower LPWA (low power wide area) modules could 
be limited to serial ports though. 

0: RMNET/QMI: The Qualcomm preparatory mode, supported by the kernel qmi_wwan.ko driver, and our branched 
qmi_wwan_q.ko driver which adds more function. It takes a data call manager like our quectel-CM to start and maintain a data call. 
There is also a Qualcomm GobiNet driver which is now depreciated. QMI is an alternative module control command set, which is 
binary and not human readable. 

1: ECM mode: In this mode the module will maintain the data call automatically, and act as a router. i.e., the host system will be 
allocated a 192.168.x.x local private IP address via DHCP. it is supported by the Linux kernel bundled cdc_ether.ko driver. It is easier 
to use, you can go to the internet, but not accepting incoming connections. i.e. you cannot host a server. 

2: MBIM mode: This is the new industrial standard, newer modules default to this mode. Both Windows and Linux support MBIM 
natively. It is supported by the kernel bundled cdc_mbim.ko driver. It takes a data call manager like our quectel-CM to start and 
maintain a data call. MBIM is an alternative module control command set, which is binary and not human readable. 

 

There are pros and cons for all these modes, you can pick on that suits you needs most. 

 

To read current USBNET mode, 

AT+QCFG="USBNET" 

To switch to QMI mode (0), use this command. 

AT+QCFG="USBNET", 0 

Some modules reboot themselves automatically, some require a manual restart. To restart the module, use this AT command. 

AT+CFUN=1,1 

During a module reboot, minicom reports the AT port is not accessible like this. 

 

In this example, the module is in ECM mode and the network interface is detected as usb0. 

 

For ECM, the IP address of the USB0 interface is usually setup by DHCP, you should be able to go online without a data call manager 
if the cellular settings like APN and frequency band are correct. 

 
 
This is a module in QMI/RMNET mode. The driver in use could be the kernel built in qmi_wwan or our qmi_wwan_q 
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This is an example of modules running in MBIM mode. 
The driver handling the MBIM port is cdc_mbim, there could be 1 or 2 interfaces (interface 4 and 5 in this case). 
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USB QMI/RMNET driver qmi_wwan_q.ko 
The driver is provided in source code form, we have to build the ethernet driver qmi_wwan_q.ko for the target board. Note that in 
Raspberry Pi, the operation system could be 32bit or 64bit and sometimes the build system is not able to detect which architecture 
is in use, you may see errors like this. 

 

To build it correctly we can specify the correct CPU architecture. I am using 32bit arm in my case. The name of the architecture 
depends on the operating system in use (Raspberry OS, Ubuntu, Armbian). Some of them use the name arm (and 64) while some of 
the use the name aarch (and 64) 

make ARCH=arm 

or 

make ARCH=arm64 

 

Installing it doesn’t overwrite the original kernel driver. Let’s unload the original driver and load the new one 

sudo make ARCH=arm install 

sudo rmmod qmi_wwan 

sudo modprobe qmi_wwan_q 

 

From dmesg we can see the old driver is removed, and the new one is loaded 

 

As now we have two drivers (qmi_wwan and qmi_wwan_q) handling the same hardware, it would be good to block the old one from 
loading. 
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Driver blacklisting 
We can put qmi_wwan or some other loadable drivers into blacklist by creating the file. 

sudo nano /etc/modprobe.d/blacklist.conf 

And add the name of the driver we want to disable to it, e.g.,  

blacklist qmi_wwan 

 

 

But for a bus driver like the mhi_pci_generic.ko will be loaded in by the system really early and the blacklist.conf will not be able to 
stop it. We will have to modify the kernel command line or even remove the file from the system to stop it. 

Updating the kernel command line is a system dependent operation, please refer to the documentation of the Linux distribution you 
are using. 

For example, with Armbian you can use the armbian-config tool, in system->Boot environment, and add this line. 

extraargs=modprobe.blacklist=mhi_pci_generic,qmi_wwan 
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PCI-Express devices 

  

Our PCIE capable modules can come with 3 different favors.  

 Switchable but defaults to USB 
 Switchable but defaults to PCIE 
 Fused down to PCIE only. 

The power up sequence of a switchable module and a fused down module is different, and the compatibility is lower with a 
switchable ver. So, we should use a PCIE only version whenever possible. 

To see if the device is detected by the system, use the command lspci 

 

lspci -k for more information 

 

Another example with a RockPro64 board https://www.pine64.org/rockpro64/ 

 
  



Page 25 Last updated May 13, 2024 
 

PCIE express drivers 
MHI stands for modem host interface, and it is a Qualcomm protocol designed for cellular modules.  

Newer kernels have an in-tree driver for the MHI interface named mhi_pci_generic.ko, but is not compatible with our software yet 
so we will disable it for now. 

To stop the kernel from loading the mhi_pci_generic.ko, please refer to the previous chapter Driver blacklisting. 

 
 

We are providing our driver named pcie_mhi and we can build it the same way as the USB drivers. I am using a Arm64 device here, 

ARCH=arm64 make 

sudo ARCH=arm64 make install 
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The system should load the pcie_mhi driver when it reboots. If we want to load the driver manually, use the modprobe command. 

sudo modprobe pcie_mhi 

 

 

ip -a 

 

 

About the ports, 

 mhi_BHI is the boot host interface. It should always be present even if the firmware is corrupted. It is used for firmware 
updates. 

 mhi_DIAG is the diagnostic port. Both BHI and DIAG added together is pretty similar to the DM port available in USB 
 mhi_DUN is the dial up networking port. i.e., AT/modem port. 
 mhi_LOOPBACK is a loop back network interface for use with performance testing. 
 mhi_QMI0 is the QMI command interface. 
 rmnet_mhi0 and rmnet_mhi0.1 are the network interfaces.  

Our data call manager quectel-CM will recognize the ports and bring up data call with them. Quectel-CM will be covered in its own 
chapter. 
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Cellular network registration with generic network carriers 
Traditionally, in 2G(GSM) networks the SIM card represents the user identity, and it is all we need to register to the network. Data 
calls were made by dialing a specific phone number and access fee is usually calculated by call duration, as continuous network 
resource must be allocated for the UE (user equipment) even if there is no active data transmission. 

With the introduction of 2.5G (GPRS), the network is separated into traditional CS (circuit switching) domain and a new PS (packet 
switching) domain. Data access fee is usually charged per KB as the UE is no longer using network resources when it is idle. A new 
concept of APN (access point name) replaces phone numbers for data call. But if you are not making data calls, i.e. the phone is just 
standing by, sending, and receiving text messages and voice calls), the APN is not needed at all. APN can be setup before you bring 
up the data call. 

An APN setting is usually a simple string name, sometimes also with more details like proxy server settings, username, and password. 

Moving forward, things didn’t change much for 3G in terms of connection setup. But starting with 4G LTE (long term evolution), the 
whole CS domain has been dropped. Voice calls and traditional text messages could be handled in two ways: fall back to 2G/3G, or 
to be handled by PS domain. i.e., VoLTE (voice over LTE), iMessage or RCS 

VoLTE is a form of VOIP (voice over IP) and if it is implemented properly, we can save network resources as people don’t speak 100% 
nonstop during a call. Resources can be conserved if there is no actual voice communication. As the deployment of LTE is going 
smooth, carriers are now shutting down 3G or even 2G networks in favor of 4G and 5G networks. Frequency bands previously 
allocated for 2G and 3G networks are now being “refarmed” for 4G or 5G networks.  

Now we have a problem. Previously we could ignore APN name until data call is made, as the module will register to 2G or 3G 
network even if APN is not setup properly. With the shutdown of 2G and 3G networks, we have nothing to fall back to when the APN 
is incorrect. We cannot even see the network carrier name and signal strength without a proper APN. The SIM alone is no longer 
enough to connect us to the network. 

To ease the problem, Quectel modules have some carrier specific settings stored as loadable profiles (MBNs). A MBN profile has 
carrier specific settings, including the commonly used APN for the carrier in it. By default, when the module detects a SIM card, it 
will check its MCC and MNC (mobile country code and mobile network code) and load a matching MBN. A generic fall back MBN is 
also available when a good match is not available. 

In this example, I am using a Canada Telus SIM and the 7th MBN is currently selected and activated.  If you are using an unlisted 
carrier, the module should load the ROW_Generic profile instead. 

  

The typical APN setting for Telus’s end user retail SIM is preloaded. 
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The 1st entry isp.telus.com is the generic APN for Telus for retail customers. If you are using a business SIM account, it is very likely 
that you need a special APN. Please contact your network carrier for details. 

To update the APN, use this AT command.  

AT+CGDONCT=1,"IPV4V6","apn-name-to-use" 

Usually, the default IPV4V6 is fine, you may want to specify IP, IPV6, or IPV4V6 depending on your network design.  

Some carriers accept a blank APN name, you may try an empty string "". But it is still possible that IP traffic will fail even if network 
registration works. 

Manually restart the radio part of the module for the APN change to take effect. 

AT+CFUN=0 

AT+CFUN=1 

The 2nd entry IMS is the PDP for VoLTE. The 4th entry SOS is the PDP for emergency call. These APNs have some additional settings 
inside and could not be created/modified using the usual AT+CGDCONT command. If it has been overwritten, the best way to 
restore them is to reload the MBN which will be covered in the next chapter. 

In this example, the isp.telus.com APN has been activated and an IP V4 address is assigned to the module. 

AT+COPS? Returns the correct carrier’s name Telus, and technology is 7 i.e. LTE 
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Reload APN settings from default 
To reload default APN settings from the MBN, you may try to swap the SIM with another SIM from another carrier to trigger a MBN 
reload. If SIM hot plug is enabled, it is done automatically. If SIM hot plug is not setup, you can power cycle the module or trigger a 
radio restart by AT+CFUN=0 followed by AT+CFUN=1. Now put back the SIM you want to use (and power cycle/restart radio) to 
trigger a reload again. After a new SIM is detected, the module should load the other MBN profile. 

The auto MBN loading setting can be turned off by 

AT+QMBNCFG="autosel",0 

Turn it back on by 

AT+QMBNCFG="autosel",1 

 

To reload a MBN manually, you can look up the name of the carrier MBN from the list with this AT command, 

AT+QMBNCFG="list" 

c  

For some modules, an additional command is needed to de-select the current MBN before selecting (another) one 

at+qmbncfg="Deactivate" 

 

Select it again with this command, 

AT+QMBNCFG="select","name from the previous command" 

e.g. 

AT+QMBNCFG="select","hVoLTE-Verizon" 

And reboot the module for it to take effect. Simple radio restart won’t work in this case. 

AT+CFUN=1,1 
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Network registration with Verizon 
Verizon has some special requirements with network registration, compared with most other carriers. 

 

 For LPWA modules, it’s pretty much the same as other carriers. You can setup the APN in PDP#1 
 For LTE and 5G networks, the APN of PDP#1 must be IMS and it is used for initial network attach. 
 PDP#2 is used for remote administration, with the OMA-DM or LWM2M protocols. 
 PDP#3 is used for data call, it can also be setup by OMA-DM/LWM2M. When you insert a new SIM to the module, the 

module will talk with the Verizon administration server using the vzwadmin PDP and the correct APN will be set. After that 
you can setup manually and Verizon won’t push a new APN to the module again unless you swap a SIM. 

 If APNs have been accidentally changed manually, the module won’t register to the network, or strange things can happen. 
Please reload the default in this case. 
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Data call with quectel-CM 
Finally, we can build the quectel-CM connection manager. It is provided with source code, and you may want to customize it to suit 
your application if needed. It supports both QMI and MBIM mode. We are using QMI mode as an example here. 

Unzip the quectel-CM package. Note that quectel-CM zip package has no top-level folder, let’s make a folder for it before 
decompressing. e.g. 
mkdir quectel-CM-1.6.1 
cd quectel-CM-1.6.1 
unzip ../Quectel_QConnectManager_Linux_V1.6.1_20210720.zip 
 

Copy our sample DHCP script (default.script or default.script_ip) to /etc/udhcpc/default.script. It is a helper script used by udhcpc to 
setup system’s DNS and route. You may want to customize it if you have special needs. Please also enable execution right for it. 
sudo mkdir /etc/udhcpc 
sudo cp default.script /etc/udhcpc/default.script 
sudo chmod a+x /etc/udhcpc/default.script 
 

To compile the source code into Linux executable,  

make 

 

We can execute quectel-CM with command sudo ./quectel-CM You may want to add -n 3 if you are using a VoLTE capable module 
on Verizon. The correct data call APN is in PDP 3 for such cases. 

You may want to use command line parameter -s <APN name> to specify a customer APN. Not recommended for QMI mode unless 
you are making multiple APN calls. And as of today, quectel-CM is not able to detect the correct APN name in MBIM mode and it 
is needed to use this command line parameter. 

From the output of quectel-CM, you can see useful information like module FW version, SIM status, APN name, and current network 
information.  

Before dialing the IPv4ConnectionStatus is DISCONNECTED, and after dialing we have a WdsConnectionIPv4Handle: XXXXXXXX it 
means that the data call is connected. 

Depending on the module you use, quectel-CM may config the network interface by calling udhcpc, or it may issue “ip” shell 
commands to configure the network adapter. 

The error message “Fail to access /usr/share/udhcpc/default.script, errno: 2 (No such file or directory)” may not be valid for your 
system. Older versions of udhcpc are using this path and quectel-CM is checking if this file is there, but newer udhcpc is using 
/etc/udhcpc/default.script instead. 

The last 4 lines come from default.script and it is setting up route and DNS. The error message SIOCDELRT: No such process is also 
harmless. It is also expected. 

You may see an error message “ioctl (0x89f3, qmap_settings) failed: Operation not supported, rc=-1” if the module does not 
support the newer QMAP mode. It can be ignored, and it is expected.  
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Example call log in QMI mode. We can see quectel-CM is calling udhcpc to set up the network interface. 
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Example call log in MBIM mode. In this case we can see quectel-CM is calling “ip” command line tool to setup the network interface. 

 

 

  



Page 34 Last updated May 13, 2024 
 

Example call log with PCIE 
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After the data call is connected, we can confirm the data call is up by these commands 

ifconfig 
Or 
ip a 
 
You may note that in this example the names of the network interfaces are traditional simple names, but you may see something 
like ens33 on newer systems. It is a new behavior introduced by systemd. 
If you prefer old style names like I do, please refer to this link. 
https://www.itzgeek.com/how-tos/mini-howtos/change-default-network-name-ens33-to-old-eth0-on-ubuntu-16-04.html 

 

 
route -n 
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cat /etc/resolv.conf  

 

Ping with IP 

 

Ping with domain name 
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PPP call over serial ports 
Point to point protocol (PPP) is an ancient protocol designed for serial ports (UART), and it is still in use today for low end processors 
that lack USB support. It is possible to make a PPP call over either UART or USB serial ports (ttyUSB). 

I am using a Raspberry Pi 4 to connect to an EG91NAXD as an example here. 

The COM1(MAIN) port on the UMTS&LTE-EVB-B_V1.1 connects to the module’s UART. It is running at RS232 voltage level.  

https://en.wikipedia.org/wiki/RS-232 

A voltage level adapter is needed to connect to Raspberry’s UART port, as shown in the picture below, i.e., the dark blue board 
labelled 3.3 

I am using this page as reference on raspberry’s UART port 

https://forums.raspberrypi.com/viewtopic.php?t=307094 
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serial 0 and 1 on the raspberry are sharing the same header pins, they cannot be used at the same time. 
My voltage adapter board takes 3.3V from the Raspberry Pi 
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For some reason I am enabling uart0 in raspberry pi 4 but it is named /dev/serial1 in the OS 
I am not 100% sure how Linux kernel assigns the number, but it works. Please check with the documents for the 
platform of your choice for details on how to configure the board. 
  
Make sure Linux console is not using the serial port, neither serial0 nor serial 1 should be in use by the kernel. 
There was a console=serial1 in the kernel command line and I removed it. 
/boot/cmdline.txt 

 
 
And I added this line to /boot/config.txt 
dtoverlay=uart0 

 
please reboot the raspberry to for the changes to take effect. 
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Test AT port with minicom 
sudo minicom -D /dev/serial1 -b 115200 

 
  
PPP call script 
linux-ppp-scripts_V1.2.zip 
 
https://cnquectel-my.sharepoint.com/:u:/g/personal/america-fae_quectel_com/EV9khtiXDuFFsVokT9SOEtoBK1Si2pjZf26-
7ttRVz23VQ?e=EfqZ19 

Unzip linux-ppp-scripts_V1.2.zip to /etc/ppp/peers 
convert to UNIX format just in case. 
dos2unix /etc/ppp/peers/* 
  
Please update or remove APN setup, in line 12 for quectel-chat-connect. For LTE and up, APN should have been set 
properly before making the call. Please don’t update APN on the fly. 
sudo nano quectel-chat-connect  
  
update serial port name in quectel-ppp line 4. Typically, it could be /dev/ttyUSB2, /dev/ttyUSB3, or in the case of 
Raspberry’s UART, /dev/serial1 
sudo nano quectel-ppp 
  
make a data call. 
sudo pppd call quectel-ppp& 
  
disconnect data call. 
sudo killall pppd 
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Example PPP call progress 
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And after the call, ifconfig shows the ppp0 interface. 

 
Depending on OS you are using, you may have to update default route and setup DNS. Try these. 

route add default gw ppp0 

route add default ppp0 

https://wiki.archlinux.org/title/systemd-resolved 

 

Custom routing and DNS settings 

https://askubuntu.com/questions/157154/how-do-i-include-lines-in-resolv-conf-that-wont-get-lost-on-reboot 
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Firmware upgrade using QFirehose 
The QFirehose firmware upgrade tool is provided in source code form. We can build the source in the target board with a simple 
“make” command. 

 

Start the firmware upgrade by running QFirehose -f <path to unzipped firmware> with root privileges. You may have to add -n for 
beta firmware release to skip MD5 check. Most module will reboot itself after firmware update is completed. 

 
 
sudo ./QFirehose -f /home/kcheng/EM06ALAR04A01M4G_01.001.01.001/ 

 
 
To specify a specific port name if you have multiple modules, or you are using a PCIE module, use the -p <path-to-port> command 
line parameter. e.g., 
sudo ./QFirehose -f /home/kcheng/EM06ALAR04A01M4G_01.001.01.001/ -p /dev/mhi_BHI  
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Module logging 
QLog is a tool to collect module logs for debugging purposes. It is also available in source code form. 

Just “make” it 

 
 
Execute it with root privileges. We may provide a log filer file in .cfg form. Use the -f command line parameter to specify the filter file.  
 
QLog will take some time to initialize, for LTE modules it takes a few seconds, but for 5G modules it can take half a minute. Please 
wait for this “qlog_init_filter_finished” prompt before trying to reproduce the issue. 

 
 
Once QLog is running, you can press CTRL+C to stop QLog. The log files will be stored in a subfolder called qlog_files, like this. 

 
 
For some newer modules an AT command is needed to enable debug logging. Without it the collected log file will be almost empty. 
To enable debug logging, use this command. The setting is persistent across power cycle. 
at+qcfg="dbgctl",0 
 
To check current setting 
at+qcfg="dbgctl" 
example command line. Note the V10 part of the name 5GNR_LTE_CN_V10.cfg is a revision number and it can be updated over time. 
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sudo ./QLog -f /home/kcheng/5GNR_LTE_CN_VXX.cfg 

 
 

To specify a specific port name if you have multiple modules, or you are using a PCIE module, use the -p <path-to-port> command 
line parameter. e.g., 
sudo ./QLog -f /home/kcheng/5GNR_LTE_CN_V10.cfg -p /dev/mhi_DIAG 
 
For data call or network registration related issues, a log starting from the beginning including network attach is usually needed. We 
can use AT command to disable radio and start logging. i.e. 

 AT+QCFG="dbgctl",0 (it may return ERROR for some modules, ignore it) 
 AT+CFUN=0 
 Start QLog and wait for a few seconds for it to initialize. Wait for the prompt “qlog_init_filter_finished”, for the log filter to 

take effect. For 5G modules it may take up to half a minute. 
 AT+CFUN=1 
 Wait for a few seconds and run some AT commands to collect basic information. 
 AT+QGMR 
 AT+CIMI 
 AT+CGSN 
 AT+QMBNCFG="list" 
 AT+CGDCONT? 
 AT+CGCONTRDP 
 AT+COPS? 
 AT+QNWINFO 
 AT+QCSQ 
 AT+CREG? 
 AT+CEREG? 
 AT+C5GREG? 
 AT+QENG="SERVINGCELL" 
 AT+QENG="NEIGHBOURCELL" 
 AT+QCFG="NWSCANMODE"  (for LPWA modules) 
 AT+QOPSCFG="SCANCONTROL" (for LPWA modules) 
 Maybe even AT+COPS=? 
 Make data call with quectel-CM if it is related. 

 
For example 
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Please share the log file with us and we should be able to extract IP traffic (partial), see cellular handshakes and possibly find bugs. 
The log file could be quite big, and we can try dropbox or google drive to share the file. 
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As we can see in this example, cellular OTA traffic is captured, and the APN used in network attach is seen. 
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FAQs 
Installed drivers do not take effect. 
Please refer to the previous chapter “Note on driver installation.”  

Data call failure 
Typo in APN. Update/restore APN, restart module and try again. 

https://github.com/abferm/libqmi/blob/master/src/libqmi-glib/qmi-enums-wds.h 
QMI_WDS_VERBOSE_CALL_END_REASON_INTERNAL_PDN_IPV4_CALL_THROTTLED         = 209 
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FAQs cont. 

Call_end_reason_verbose is 239, i.e., APN_DISALLOWED_ON_ROAMING 
It is a Verizon SIM, but the data call was made without the “-n 3” command line parameter. i.e., incorrectly using default PDP1 for 
data call. Adding -n 3 to the command line will fix the issue 

 

Correct case: 
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FAQs cont. 

SIM is not detected 

 
 
 

Call end reasons 
These are usually APN/SIM account related. Some SIM plans only allow IPV6; please check with the carrier about APN setup and data 
call restrictions. 

It is also possible that another data call is already in progress. 

e.g., The module may have connected to a Windows or Linux PC that brings up data calls automatically, and the module is re-
connected to another host without a power cycle. The previous data session is kept, and making a new one is not allowed. 

    QMI_WDS_VERBOSE_CALL_END_REASON_INTERNAL_PDN_IPV4_CALL_DISALLOWED        = 208, 
    QMI_WDS_VERBOSE_CALL_END_REASON_INTERNAL_PDN_IPV4_CALL_THROTTLED         = 209, 
    QMI_WDS_VERBOSE_CALL_END_REASON_INTERNAL_PDN_IPV6_CALL_DISALLOWED        = 210, 
    QMI_WDS_VERBOSE_CALL_END_REASON_INTERNAL_PDN_IPV6_CALL_THROTTLED         = 211, 
    QMI_WDS_CALL_END_REASON_GSM_WCDMA_OPTION_NOT_SUPPORTED                    = 1017, 
    QMI_WDS_CALL_END_REASON_GSM_WCDMA_OPTION_UNSUBSCRIBED                     = 1018, 
 

Traditional network interface names like eth0 
You may see random-looking names like ens33 on newer systems. It is a new behavior introduced by systemd. 
Please refer to this link if you prefer old-style names like I do. 
https://www.itzgeek.com/how-tos/mini-howtos/change-default-network-name-ens33-to-old-eth0-on-ubuntu-16-04.html 
 

SIOCDELRT: No such process 
It is an expected behavior. /etc/udhcpc/default.script deletes all existing default routes with a loop, and the system reports this 
error message when there is no more default route to delete. We can safely ignore it. 

Custom DNS server address 
https://wiki.archlinux.org/title/systemd-resolved 
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FAQs cont. 

DHCP retries 
Reason 1: qmi_wwan was used instead of qmi_wwan_q. quectel-CM will enable RAW IP after the first DHCP attempt fails. Please 
consider switching to qmi_wwan_q 

Reason 2: qmi_wwan_q 1.2.1 is buggy. Please update to 1.2.2 or newer 

Reason 3: pcie_mhi driver issue. Please update to 1.3.4 or newer. 

 
 

Driver build error about missing files or directory 

 

Reason 1: Did you install kernel header? 

Reason 2: Did you specify the CPU architecture? See page 22. 

Reason 3: Kernel is 64 bit but the installed kernel header is 32 bit. See Page 3. 

 

 


